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Abstract

In the last ten years, concerns about location privacy have evolved from an academic topic
that struggled to justify concerns about security to a mainstream issue that is affecting con-
sumers, businesses and the legal system. Much of this proliferation of concerns arises from
telecommunication and mobile computing platforms. Smart phones and GPS-assisted devices
play an increasing role in people’s lives, and the technology of precise and easily obtained
location information has imbued mobile and social media with location in advance of the pub-
lic knowing how that information will be used and fully grasping the implication of pervasive
location information. Furthermore, social media sites such as Twitter, Facebook, Foursquare,
Buzz and many others have adopted location as a key part of the information they communi-
cate. While social networks are not critical parts of the communication landscape, they are
used by hundreds of millions of people who are only beginning to understand the potential
problems with providing easily accessible location information to an industry with a check-
ered history of transparent privacy policies. At the same time, telecommunication networks
use GPS, assisted GPS and other location technologies to enhance localization as a necessary
part of the Emergency-911 services. On an increasing basis, consumers’ location information
is being distributed with and without their knowledge. To what extent are users of these new

technologies exposing themselves to identity attacks through sharing location information?



How can consumers understand and control how and when their information is being used or
distributed and who has access to it?

In this paper, we briefly describe the technologies that underlie location-based services,
their access and the notion of how location can be linked or inferred from multiple sources.
We then survey common visible and hidden uses of location services, including social networks
and emergency services. The technical community has developed a number of methods to hide
or mask locations to provide a degree of anonymity while still preserving the benefit of location
services. We briefly survey those methods and the “threat models” they seek to counter. We
then describe threat models, or disclosures of location information, not commonly considered
by the research community and their implications.

We lastly turn our attention to the policy implications of these technologies and the poten-
tial concerns that they present in terms of user privacy and safety. The technical community
has long used automated policy descriptions to inform users about how their data will be used,
but these mechanisms do not address location privacy. We theorize that it may be possible to
enhance these methods to support location services based on some of the threat models that
researchers have specified, but that broader concerns about location privacy can not rely on
technical solutions and will need to rely on both education, good corporate citizenship and

regulation.

1 Introduction

With the proliferation of personal wireless devices such as laptop computers, so-called “smart
phones,” and portable media players, a wide variety of applications and services have been
developed for mobile users. These users can access the Internet from any place where they
can obtain WiFi or cellular service, enabling immediate and ubiquitous access to e-mail, in-
stant messaging communications, news, or any other traditional Internet-enabled applications.
While personal wireless devices allow users to access these traditional applications as they

move from place to place, they also drive an entirely new class of services that utilize users’



physical locations as input to applications that perform some function of utility with their
location, i.e., location-aware or location-based services. For example, such location-aware
applications include navigation and mapping tools (e.g. Google Maps), recommendation ser-
vices that offer reviews of nearby businesses (e.g. Yelp), and location-based social networking
services like Foursquare or Google Latitude that connect users with their nearby friends.
Traditionally, the location of your person has been assumed to be a “private matter” - part of
the “right to be left alone” covered by the Warren-Bandeis articulation of privacy. The absolute
disclosure of location is a penalty, inflicted on criminals either through physical constraint (as
in prisons) or the more ephemeral penalty of ankle bracelets and tracking devices. When told
that government officials have access to the location of their every move, most citizens would
object, particularly if warrants for this information were not needed. The acquisition of lo-
cation information from cellphones is common, particularly since such information is already
collected by telecommunications companies. In 2009, US Attorney Chris Christie authorized
such tracking [17], raising concern during the New Jersey gubernatorial campaign. The De-
partment of Justice has responded that such disclosures are covered by the “pen register/trap

and trace” statue and the stored-communications act [24] and stated that

“In enacting CALEA, Congress struck a balance in which although an individ-
ual may well prefer to keep his whereabouts confidential when he uses a cellular
telephone, he has no right to privacy with respect to that information because he
voluntarily discloses it to his service provider in the course of placing or receiving

cellular calls.”

At the same time, recent court rulings indicate that warrant-less “GPS-tracking” violates
the Fourth Amendment [11]. Would the common user of cellular be able to distinguish between
one technology and another?

How do new technologies influence the expectations of location privacy? At the same
time that existing technology provide surreptitious methods for monitoring location, millions
of citizens are voluntarily disclosing their location, either explicitly or implicitly, using a new

host of technologies. These technologies and services provide considerable benefit, but do



users have expectations of location privacy?

Can users of these systems determine for themselves when, how and to what extend infor-
mation about them is communicated to others? We feel that existing systems provide a mixed
record of such control, in part because of the accidental disclosure of information originally
not felt to be identifying [12]. There are three “actors” in location privacy - governmental, cor-
porate and private individuals. Location privacy for governmental agencies is currently being
debated in court cases such as the “GPS-tagging” case [11]; the primary distinction is when
location tracking becomes more than casual observance and beyond an extension of normal hu-
man sensory tracking (e.g. the distinction between automated tracking and watching someone
on a “stake out”) and when warrant-less tracking is authorized. Corporations and individuals
have fewer regulations concerning invading the privacy of others. For all these cases, when
users present information in a public forum, they release some of their right to privacy of that
information. However, Solove’s argument [33] that information disclosure is less about /984
and more about Kafka’s Trial, where information is used to make decisions rather than control,
applies — people will want to control what is disclosed and to whom in order to maintain some
identity and control over their life.

The primary concern of this paper - the accidental disclosure and aggregation of excessive
information that abrogates the location privacy of individuals - is addressed through identi-
fying direct disclosure, determining the possibility of “re-identification” using disparate data
and providing means for consumers being informed when and where such information will
be used. We assume that people have an interest in maintaining “location privacy” - knowl-
edge of their every day motions and associations. We assume that the “threats” posed by loss
of location privacy are more severe in the aggregate than the individual. Given sufficient re-
sources, any one individual can be tracked or followed, but knowing the movement or location
of a large number of people allows us to infer associations, group memberships and behaviors
beyond the single actions of being in a given place at a given time. Such group disclosure is
likely if individuals are unaware how information can be used and re-combined to “re-identify”

individuals.



We start with describing the many ways in which location information is gathered. We then
narrow our concern to how that information is disseminated rather than gathered. We believe
that the largest “disclosure risk™ for most location information is through social networking
and commercial location-based services software. These systems often well articulated pri-
vacy policies for traditional personally identifying information, but have an opaque policy and
controls for location-based information. Following this, we discuss how location data can be
used to “re-identify” individuals and the steps that can be taken to thwart such re-identification.
We close by asking how companies and individuals can cooperate to given users of such ser-

vices better controls over their location privacy now.

2 Localization Background

There is no question that location-awareness can enable a vast array of interesting and practical
services. However, to reap the benefits of such services, users must ostensibly reveal their
locations to third-party applications, often without knowing how their location data will be
handled or retained beyond their interaction with the service. The arbitrary disclosure of a
user’s physical location has potentially dangerous implications for the user’s personal privacy.
Before we can discuss the nature of these consequences in detail, we first offer a brief overview
of the underlying technologies that enable location-aware services and applications.

There are many misconceptions of the how location information can be collected, how
accurate that information is and what parties can access that information. These issues are
important, because without regulation, the point of disclosure of information is the last point
of control.

There are many “dimensions” to describing different location or localization technologies.
What party receives the information? How accurate is the information? Does an individ-
ual need to take steps to determine location? Can the information be gathered without their
knowledge? To date, most location based information is based on data networks and telecom-

munication networks. Increasingly, information is being gathered in other forms.



2.1 Location Determination

The Global Positioning System (GPS) is perhaps the most well-known and oldest technology
for determining location. In short, GPS works by precisely timing signals transmitted by multi-
ple in-orbit GPS satellites, calculating the distance to each satellite using simple speed-of-light
calculations, and applying trilateration to estimate the receiver’s approximate position. In or-
der to receive GPS signals, it is necessary to use specialized GPS receiver hardware, which
may be installed on select smart phones or other personal devices. While under typical condi-
tions, GPS offers highly precise location estimates (with accuracy typically within one meter),
it requires special GPS receiver hardware and may not reliably receive signals for devices that
move indoors.

Many people believe that GPS “tracks” individuals; this perception is emphasized by both
a lack of understanding of the underlying technology, media reporting and the combination of
GPS “tracking devices” with radio transmitters, either in phones or “tagging” devices used by
police.

Other devices, such as LoJack, actually “track” users. The LoJack system tracks stolen
vehicles by having a small radio transmitter embedded in a vehicle rather than by using GPS
information. When activated, the unit transmits radio signals that can be used to “triangu-
late” to the stolen vehicle. Such a signal doesn’t require the cooperation of the user (who is
presumably a thief if the system has been activated).

Other signals can be “triangulated” - this is the common method for providing location
information for cellular phones. Phones can estimate their location using signal strength or
time-of-flight readings from multiple cellular towers. The accuracy of such systems is fairly
low, but can be enhanced with “dummy towers” that provide a additional signals for location.
Cellular systems focus on meeting E911 requirements for 300 meter accuracy. Radio networks
that have shorter range than cellular service allow more precise localization, even in the ab-
sence of GPS signals, because the limited communication range more precisely circumscribes
the possible location. As 802.11 networks have become ubiquitous for providing convenient

Internet connectivity at hot-spot locations, nearly all personal devices developed today have



integrated WiFi (or 802.11) hardware. Beyond providing Internet connectivity, the 802.11
wireless infrastructure can be leveraged to infer location information.

WiFi networks are typically identified by a human-readable network name, or Service Set
Identifier (SSID) and also by a special unique hardware address called a MAC address to iden-
tify a physical access point. To announce the existence of a network, 802.11 access points
broadcast their human-readable network name, MAC address, and other information as bea-
con messages to nearby wireless clients who may be interested in using the wireless service.
The physical range of these broadcast beacon messages is typically less than a few hundred
meters; thus, if a client can hear the beacon for a particular wireless network, then they can
reasonably assume that the network is physically nearby. Also, since wireless networks tend to
be stationary, it is possible to generate a mapping between a set of observed wireless networks
and their physical locations. With the aid of an online database that stores these mappings, a
wireless client can infer its approximate location by simply identifying the nearby wireless net-
works’ SSIDs or MAC addresses and obtaining their respective physical locations as reported
by the database. While this localization technique does not typically offer location estimation
with the high precision of GPS, it does supply reliable estimates, typically within one city
block of the user’s true location. This granularity is more than sufficient to facilitate a wide
variety of location-based services. This general method for localization was first developed
by Place Lab [19] and has since been commercialized by SkyHook [1], which is now an inte-
gral localization feature of many personal wireless devices including the Apple iPhone, iPod
Touch, and others.

GPS systems provide location information to the user of a device. Systems like LoJack
provide location information to any users of a receiver, but aren’t intended to provide precise
location. Triangulation methods, whether cellular or based on system such as WiFi, provide
location information to both the network operator and the user of a device. In almost all
wireless networks, devices have a unique identification mechanism (similar to the 802.11 MAC
address) that identifies a mobile device. Telecommunications companies maintain logs of the

approximate location of cellular devices; this is the information in dispute in warrant-less



tracking cases. Local wireless networks, such as WiFi, can be used to “track” wireless devices,
and companies such as Cisco sell WiFi location-tracking systems that use methods similar to
cellular network triangulation; however, there is no current “federated” information repository
to gather information from all WiFi access points to allow wide-area tracking of WiFi or other
localized networks, although such systems have been proposed and analyzed [16].

Thus, in summary, there are two forms of location information generally available - the
less accurate location information collected by cellular network providers and the more ac-
curate information available to a device (possibly combining cellular, GPS and WiFi or other
localization information). This latter information is what is typically used for “location based
services” and other applications that use location. That location information is usually pro-
vided to an application or a website using a programming interface or to websites using a web
standard such as HTMLS.

There are a number of other “accidental” sources of location information. One example is
the “metadata” associated with photographs; this information can be used to automatically or-
ganize photos by their location, but the information can also be extracted for other purposes. In
a recent study, between 1-4% of photos sampled on site such as Flickr, Facebook and Craigslist
included location information in photo metadata [12]. Other information includes “content”
provided by a user. For example, someone posting to Twitter might indicate they are visiting a

specific restaurant, and text matching could be used to infer a location.

3 Social Networks

This section discusses how location information is stored, used, and shared by Social Net-
works. Modern Social Networks have grown far beyond their original role of connecting users
with each other into websites (such as Facebook) that model themselves (and their public
APIs) as graphs linking anything and everything. This trend toward social networks as a sort
of “Internet of Things” has made describing what happens within them a very complicated

endeavor.



This transition from simple social website to a site “linking” all things “social,” has co-
incided with an explosion in technologies and applications that integrate and rely on location
information. The wide-spread adoption of smart phones, of particular note the iPhone and its
use of SkyHook, has created a mobile development community which assumes access to loca-
tion information and this community is integrating this information into applications of every
kind, one of the most prominent examples being “social applications.”

Location information is actively being gathered, used, and shared by social networks such
as Facebook. The automatic linking and notification functionalities of social networks support
the viral spread of social phenomena throughout these networks. This viral linking functional-
ity is now spreading location information attached to a greater number and diversity of social
phenomena (e.g., location tagged photos, tweets, comments, “check-ins,” ads, etc...). This
section attempts to detail how location information is and might be used in the context of so-
cial networks, emphasizing unique ways in which location information might be “leaked” or

shared unintentionally or automatically.

3.1 Sources of location information

Social network user profiles often include general location information such as hometown, cur-
rent city, or geographic networks to which the user is affiliated. In most cases this information
is available as a string which must be understood to infer location. However, as Facebook
has begun transitioning from user-entered text strings to explicit links between objects, these
location strings have become standardized and linked to maps and information associated with
the location. As such, this information has become very easy to integrate into applications
and share in many different ways. Furthermore, Facebook considers basic location informa-
tion such as hometown public by default along with basic preference information. This set of
information often forms a unique quasi-identifier for users, Section 4 will discuss how mixing
location information with other types of information may increase the “linkability” or ease of
identifying an identity in an anonymous database using external information.

Less explicit forms of location are also scattered through social networks. Users include



location references in comments, tweets, photos, and videos. This information comes in many
different forms requiring different levels of sophistication to be automatically understood. For
instance, a user may comment as to where they are eating dinner one evening - the name of
a restaurant and city of residence are then sufficient to locate the user around dinner time.
A more sophisticated example would be a user being tagged in a photo in which the photo
background implies a location and possibly even a time at which the user was located there
(such as a picture of user with the statue of liberty and fireworks in the background). This type
of location inference presents a unique challenge for defending against linkability and will be
discussed in Section 4.

Many social network items or items linked to from social network users are time-stamped
and/or tagged with location information. This information is often very precise and can give the
exact time and location coordinates associated with the item. Examples of such tagged items
include tweets, photos, events, check-ins (mobile applications), and most activities associated
with certain types of augmented reality mobile applications. In fact, there is an increasing trend
toward time and location stamping across many different types of objects and applications. In
particular, mobile applications are leading the way allowing for automatic location and time-
stamping of nearly anything. Furthermore, social networks are increasing support for mobile
uploading of these location/time-stamped items, often automatically linking the items with a
users profile and identity.

Finally, the prevalence of third party applications using social network data means that
assumptions cannot be made about the limitation of how location information might be used
or linked to information outside the social network. Facebook’s recent redefinition of prefer-
ences as “links” led to preferences along with general user information being considered by
default public.! This expansion of users’ public information set has been accompanied by an
additional clause in Facebook’s privacy policy which refers to automatic sharing of “general”
information with “pre-approved third parties.” Allowance for automatic sharing of preference

and location information with third-parties has incentive motivation for Facebook as it may

'Facebook refers to this public information set as a user’s PAI or Publicly Available Information
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increase the value of Facebook’s primary capital, user information.

This section has largely focused on online social networks and Facebook in particular due
to the trend in social networks linking of everything. However, other types of social sites and
applications such as Twitter, Gowalla, Foursquare, Yelp, Meetup, and Brightkite are growing
sources of location information and increasingly linking this information to their users and all
things associated with those users. Twitter has added location tagging to tweets. Foursquare,
Gowalla, and Brightkite are inherently location-based, integrating location information with
all messages and actions made by their users. Online recommendation sites such as Yelp and
event sites such as Meetup have also integrated location information and Yelp has a popular
mobile application which automatically uses location information to support location-based

recommendations.

3.2 How location information is accessed and shared

Traditionally, social networks were accessed through a web browser. However, social net-
working now takes many different forms as third-party applications that access social network
information through a web interface. Often these applications use the social networking in-
formation in a very different way than the traditional social networking behavior of browsing
user profiles. A growing percentage of social network information now passes through a web
API to a third-party before reaching the social network user. It is through these third-party
applications that location information often enters the social network, gathered automatically
through any of the technologies discussed in Section 2.

Social networks often include rules as to the usage of data accessed from their API in the
terms of service agreement with the third-party application developer. However, when one
considers the magnitude of data and its usage along with its growth rate - management of
how such data is used seems improbable. For example, Facebook is the largest provider and
linker of social network information. There are over half a billion Facebook users (roughly
one out of every two people on Earth that use the Internet). These half-a-billion users share

more than 30 billion pieces of content every month (notes, photos, etc...) which are “linked”
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to over 900 million non user objects or entities (groups, events, communities, etc.). These 30
billion pieces of content and their associated “links” are accessed by over one million external
websites (outside of Facebook) and half a million applications every month. These applications
may be running on home desktop computers, mobile phones, or even foreign server farms
performing massive data mining. This is equivalent to creating, indexing, and sharing the entire
library of congress across the Internet every two hours. Obviously, traditional expectations for
monitoring and responding to violations of Facebook’s terms of service are not practical at any
granular level.

Considering how location information is integrated with social networking information
whether embedded in the semantics of a message or tagged in the meta-data of a picture,
location information is often automatically generated and flows along with the information
through the social networks API. The trend is toward location information being integrated
into a greater number and diversity of content items and this trend largely driven by the types
of applications that are using social network data. The next section discusses how these appli-

cations use social network information.

3.3 How location information is used

The most basic location information shared through social networks, such as hometown or
residence, is shared and accessed through the users profile as a string. Other users can view
this information when viewing their friends profiles. This usage model is what most people
think of when they think of people accessing their social network information. While there
are privacy issues associated with this basic location information on users profiles, this section
focuses on how location information that is tied to social network photos, Twitter tweets and
other content items might be used.

Many photo applications and sites such as Flickr support location tagging. Applications
such as Flickr’s map application allows users to view photos on a map showing the location
(and possibly time) that a photo was taken. Applications such as Bing Map’s Streetside Photos

take this a step further, using image processing the application can map location tagged photos

12



onto 3-dimensional representations of cities throughout the world, together with timestamps
these temporally and spatially mapped photos are beginning to piece together a detailed his-
torical catalog of everything that happens near a camera, whether that camera be on a phone
or a stop light. These photos are often automatically tagged and integrated (linked) into so-
cial applications connecting them with the social networks vast web of interconnecting items,

people, places, and events.

4 Linkability & Re-identification Attacks

Large amounts of information regarding individuals are being captured and shared by service
providers, organizations, and government agencies for various purposes such as advertisement,
scientific research, or national security. Although such data are typically “anonymized” or
“de-identified” (i.e., removing personally identifiable information such as social security num-
ber) before being released, it has been demonstrated in many scenarios that re-identification
is still possible (and surprisingly easy) in such anonymized data sets, linking data records
back to individual identities and leaking sensitive personal information. For example, the
study by Sweeney using 1990 US census data reported that 87% of the US population can
be uniquely identified via the combination of gender, date of birth, and 5-digit zip code in-
formation [34]. In 2006, AOL published a data set containing Web searches by anonymized
individuals, and the content of the searches allowed others to identify the specific individu-
als who made those searches. In 2007, using the anonymized user movie ratings published
by Netflix and very little auxiliary information (e.g., public user-posted movie ratings at the
Internet Movie Database (IMDb)), Narayanan and Shmatikov were able to identify specific
users in the Netflix anonymized data set [27]. As the authors pointed out in their recent ar-
ticle [28]: “Any information that distinguishes one person from another can be used for re-
identifying anonymous data.” Ohm offers a detailed analysis of these and other high profile
re-identification cases [29] — his analysis focused on an adversarial model where identifying

information is intentionally anonymized and the failures of such methods. He doesn’t address
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the problem facing many people — the accidental self-disclosure of information with no thought
to anonymization because of a lack of concern about the use of that information at the time
of posting. Location information, which is closely related to individual person’s behavior and
activities, makes the situation even worse as large amounts of personalized precise location
information become increasingly available through online social networks and location-based
services.

In this section, we first explain the key terminologies and challenges with regard to data
anonymization, linkability, and re-identifiably. We then describe techniques and general prac-
tices to defend against re-identification attacks. We also highlight the limitations of current

approaches and discuss directions for further improvements.

4.1 What is “Linkability” or ‘“Anonymity’’?

Given a data set containing personal records, such as census data, medical records, or Web
search/browsing activities, each person in the data set may be associated with a set of at-
tributes. Some attributes are explicit identifiers, which can uniquely identify individual users.
Such explicit identifiers include social security numbers, driver’s license numbers, address,
etc. Other attributes, when used in combination, can potentially identify unique users. For
example, a large percentage of the US population can be uniquely identified by the combina-
tion of gender, date of birth, and 5-digit zip code [13, 34]. Such attributes are referred to as
quasi identifiers. There are also sensitive attributes such as income or disease that users do not
wish to disclose or be associated with. Therefore, when anonymizing a data set, the goal is to
ensure that individual users cannot be re-identified in the anonymous data set, nor can they be
associated with sensitive attributes.

The problem of “linkability” or how “linkable” an item is considers how much effort it
takes to link a piece or set of information to its source or associated identity. The flip-side of
this problem is that of measuring “linkability” by measuring the ambiguity or commonness of
a piece of data in light of a particular set of known facts. For instance learning that a person

with blond hair exists in Sweden does not tell you much about the identity of any particular
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person in the world — having blond hair does not imply that one exists in Sweden nor that
existing in Sweden implies that you have blond hair. However, if only one or a few people
in the world had blue hair, and one was to learn that a person with blue hair fled the scene
of a particular crime, it gives the learner of this information a very small set of identities
which may be investigated as to whether or not they where the ones that fled the scene of the
crime. While an example of someone’s blue hair showing up in a database may seem only
hypothetical, we must not assume that data in actual public releases of data is any different. In
fact, it is wrong assumptions or lack of consideration that has lead to many real-world privacy
violations involving anonymized databases.

The previous example of how a database containing a very common attribute value (blond
hair in Sweden) and a very unique attribute value (blue hair) highlights the importance of
not including very-unique quasi-identifiable attribute values in anonymized databases (those
values that are not intended as unique identifiers but none the less may uniquely identify a
person). However, removing these unique values or guaranteeing that many copies or shared
value entries exist in a database does not solve this problem completely. For instance, guaran-
teeing that Swedish databases only include blond hair attribute values by removing blue hair
attribute values presents a new problem if having blond hair is something people prefer to keep
private. Consider the case of a hospital releasing anonymized medical records on its cancer
patients, guaranteeing that all cancer cases referred to in the database are not too unique to
identify the user uniquely. This anonymization may result in only a few types of cancer cases
being included in the database. This presents a new kind of problem — whereas in the case of
blue hair the attribute value was so unique it made re-identification very easy, in this case the
regularity and uniformity of attribute values presents the problem. If a person’s medical record
was known to be in the database due to some external information such as the fact that they
participated in a study on a certain date, it would imply that the person must be matched to
some attribute value in the database. In the case of the cancer patient medical records, a pri-
vacy violation may occur without matching any patient to their particular record since simply

being associated with the database is enough to associate the patient with at least some kind
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of cancer, in this case a relatively few types one of which is associated with every user in this
database.

To measure the linkability or anonymity of a data set that has been de-identified and
anonymized, a formal definition of “k-anonymity” has been proposed [31, 35,36]. An anony-
mous data set satisfies the k-anonymity property if each person in the data set cannot be distin-
guished from at least k-1 other individuals in the same data set. In other words, these k£ or more
individuals are indistinguishable within this group (the anonymity set). Generally, a larger k
means bigger anonymity sets and lower linkability, therefore better privacy protection. While
k-anonymity prevents the disclosure of user identity, it does not protect sensitive attribute from
being released. For instance, if all & individuals have the same disease, such sensitive informa-
tion may be learned by an adversary, even though the adversary cannot identify the individuals
in this anonymity set. To address this issue, new metrics such as “I-diversity” and “¢-closeness”
have also been proposed [21,22]. The former considers the diversity of attribute values within
each anonymity set, while the latter ensures that the overall data set and the anonymity set have
similar distributions of sensitive attribute values.

Location information is now integrated (tagged) with so many different types of informa-
tion that the linkability of location information depends on the linkability of the associated
data. When considering “anonymous” data and location information one must focus on the
accuracy of the location information itself, the linkability of the information to which the lo-
cation information is associated, and to answer the linkability of any one object, we must be
able to understand all that is implied by the content of that object. These three questions im-
ply their own unique types of anonymity measures and problems. As discussed in Section 2,
SkyHook is releasing “anonymous” information about how many people were in particular
locations at particular times. When information such as this is released one might not only ask
the question of “whether or not” the information is anonymous, but rather “how” or “to what
degree” the information is anonymous. For example, the study by Golle and Partridge [14]
shows that learning the home and work location pairs of an individual from a location trace

can significantly reduce the size of the individual’s anonymity set, making it much easier to
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re-identify individual in anonymous data set. Specifically, the median anonymity set size in
the U.S. working population is only 1, 21, and 34,980 for locations at the granularity of cen-
sus block, census tract and county, respectively. If an individual works and lives in different
regions, re-identifying this individual is even easier.

These results are surprising for many people and make it difficult for users of location
based services to correctly assess any “threat” based on information disclosure. The obvious
solution is for location based services to simply not collect or retain identifying information; in

practice, this may not be possible because users perceive value in that associated information.

4.2 How to defend against Re-identification attacks

Various types of re-identification attacks have been identified. Earlier approaches exploit
quasi-identifiers, which are sets of attributes, each set when used in combination can uniquely
identify individual persons. Other approaches supplement a given anonymous data set with
other data sets (either anonymous or public identified) and certain auxiliary information that
may be available from the same data source or other data sources. For example, a de-identified
medical records may be coupled with a de-identified DNA database or with a public identi-
fied voter registration list. Multiple randomized copies of the same data source may also be
obtained and more accurate estimates of the anonymized values may be obtained. As shown
by Cassa et al., spatial locations anonymized by a non-deterministic blurring algorithm may
not prevent re-identification of home addresses [4]. If multiple anonymized copies may be
obtained from the same original data set, each de-identified using a Gaussian skew that shifts
the geocoded values, the error of the estimated home addresses can be reduced from 0.7km
to 0.2km with 10 copies, and to 0.1km with 50 copies. This is illustrated schematically in
Figure 1 — the multiple overlaping circles represent “anonymized” locations for the “true” lo-
cation indicated by the black dot. With a single anonymized location, there is little opportunity
to identify the true location; with an increasing record of reported anonymized locations, the
true location clearly becomes the intersection of the reported regions.

In addition, when multiple anonymized data sets can be obtained from different locations
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Figure 1: Sufficient overlapping “anonymized” locations can indicate true location

(e.g., medical records from multiple hospitals), such trail-based location patterns lead to an-
other type of trail re-identification [23], making privacy protection even more challenging.

To robustly defend against re-identification attacks, in addition to removing explicit iden-
tifiers from the data, further processing and anonymization is needed. Common techniques
include generalization, suppression, aggregation, non-deterministic blurring, etc. Given the
threat of de-anonymization with ancillary information or side channels, these ad-hoc data per-
turbation techniques have been formalized into a new definition of data privacy known as
differential privacy [6-10]. Differential privacy offers a solution to the statistical disclosure
problem, or the ability to reveal accurate statistical information about a data set in a manner
such that it still has utility for analytical purposes but without revealing any private or iden-
tifiable information about individual records contained within the data set. This framework
has the promise to offer stronger privacy guarantees for PII data (including location) that is
retained by third-party service providers than has been possible to date.

One important question is how much location obfuscation (degradation of location quality)
is required in order to achieve a certain level of anonymity. The study by Golle and Partridge
on the anonymity of home and work location pairs provides useful information with regard

to this question. They considered the size of the anonymity set at different location granular-
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ities, including census block, census tract, and county [14]. Other related issues in location
privacy protection includes user privacy controls, spatial and temporal cloaking, and hybrid
location obfuscation mechanisms [2, 15,20, 26,32]. Another type of location obfuscation was
proposed by Hoh et al., which uses a “time-to-confusion” metric and periodically withholds
location information such that a location trace may be confused with many others [18]. Query-
based location services that protect location privacy have also been proposed [5,25]. In these
designs, a location anonymizer first blurs the location information using its own obfuscation
mechanism; the anonymized location data can then be queried by a privacy-aware processor.
Location information comes in many different forms and granularities. As discussed in
Section 3, location information may consist of latitude and longitude coordinates, regions
(e.g., census block, county) or may take on many more complicated forms such as being in-
ferred from a photo or message between social network users. When location is represented
as coordinates it can be generalized or “fuzzed” by reducing its accuracy, this reduces the
uniqueness or specificity of the location. In some cases, this kind of generalization reduces
the utility of the location information as well. When location information is represented as
the name of a place or an address, the location can be generalized to refer to a more general
place. For instance, a reference to one’s hometown could be generalized to refer to the state
or country of origin, but not the city. These types of anonymization or anonymity measure-
ment are generally simple and straightforward. Inferred location, whether from a message or
photo is more complicated. In the cases in which location was inferred automatically using
computer algorithms, those same computer algorithms can often also be used to measure the
ambiguity of location information in content items. In cases in which human intelligence is
used to infer location information, computer algorithms cannot necessarily be relied upon to
fully measure the location information contained in a content item. For these types of location
inferences, it is very hard to make any clear guarantees about the anonymity of a content item
- however, it should be noted that while certain information may be too complicated, subtle, or
unique to human senses to support computer guarantees on its anonymity, the same limitations

apply to any computer automated re-identification or “re-linking” attack. As such, when a data
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provider refers to a piece of content as “anonymous” one should consider whether the data
provider means the content: does not have any unique identifiers such as social security num-
bers; is un-linkable by any computer algorithm; is un-linkable in the face of any intelligence

including any human’s.

5 Policy Implications

Location privacy threats can be broader divided into three classes of threats, according to the
actors involved.

The first class involves unwanted government surveillance; in practice, it is difficult for
individual users to take actions that counter this threat other than through regulation or legis-
lation because government entities can e.g. subpoena cellular tracking (and other) information
that is not under the control of technology users.

The second class are personal threats due to disclosure of location information. This may
take the form of having location exposed to abusive or violent individuals [3] or provide so-
cially awkward interactions. This disclosure is akin to revealing other identifying information,
such as bank account numbers or the like. Privacy in these cases is typically mediated through
social networking and other venues where “location” is typically treated in a manner similar
to other information. It is likely that aggregation methods, such as reporting only a town, state
or region rather than a specific location, may suffice for this threat model because the user can
judge the threat and measure the response to that threat. However, as detailed by Boyd [3],
changes in privacy policies need to be transparent and clearly communicated to users prior to
their implementation.

However, the threat model from commercial use of information is likely because com-
mercial applications typically have repeated queries (limiting the effectiveness of k-anonymity
methods). Porter [30] has discussed the legal implications of anonymized data and the risk of
re-identification of anonymous data, as well as the consequences of violating privacy policies.

Commercial use of location information would best be served by retaining information for as
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short a period of time as possible. Given that k-anonymity metrics and similar mechanisms
for cloaking data have typically been susceptible to re-identification, simply aggregating data
is unlikely to provide sufficient consumer protection. This is particularly true since consumers
are unlikely to know the & in the k-anonymity — without reliable estimates of the number of
unique people in an area using a service, it is difficult to estimate the what level of granularity
is needed. As described, possible solutions to this involve “broker” architectures.

The most promising privacy outcome is adopting modern anonymization strategies such
as differential privacy [7], coupled with the use of privacy policy mechanisms such as P3P.
However, the existing use of systems such as P3P has shown that intent rarely matches actions
— most policy specifications are insufficient or incomplete. Tools such as differential privacy
mechanism can not be implemented by an end-user — they require the retention of aggregate
information in order to be useful. We believe this will require the adoption of “broker archi-

tectures” that can provide location information on behalf of users.

6 Summary & Conclusion

This paper has discussed how new technologies have made the risks and regulation of location
information more urgent. This paper discusses how new wireless technologies and location
services provide location information to mobile phones, laptops, or social networks. The dif-
ficulty and unique nature of anonymizing social network data is discussed. The size of social
networks, the scattered and highly interlinked nature of their data, and the unique nature of
much social network data makes traditional regulation expectations rather impractical. These
difficulties emphasize the importance and role of strong access control and non-technological
protection methods. Furthermore, policies related to anonymization and public release of pri-
vate data must be aware of the complications involved in anonymizing not only location, but

all data that may be linked to location.
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